AMESBURY PUBLIC SCHOOLS

TECHNOLOGY AND EMPLOYEE EMAIL POLICY IJNDB

TECHNOLOGY USE

Introduction

The Amesbury Public Schools shall provide access for employees, students and others to the District's
electronic networks, including connections to external networks, for limited educational purposes.
Educational purposes shall be defined as classroom activities, career and professional development,
and high quality self-discovery activities of an educational nature. The purpose of the network is to
assist in preparing students for success in life and work by providing access to a wide range of
information and the ability to communicate with others. The network will also be used to improved
productivity and to increase communication among staff, parents, the community, governmental
organizations, and businesses.

The Superintendent or designee shall implement, monitor, and evaluate the district's network for
instructional and administrative purposes.

Access to the network is a privilege, not a right. All users shall be required to acknowledge receipt and
understanding of all regulations and procedures governing acceptable use of the network and shall
agree, in writing, to comply with such regulations. Noncompliance with these policies and procedures
may result in suspension or termination of user privileges and may be subject to restitution for costs
associated with hardware, software, and system restoration, as well as other disciplinary actions
consistent with the policies of the Amesbury Public Schools. Violations of law may result in criminal
prosecution as well as in disciplinary action by the Amesbury Public Schools.

ACCEPTABLE USE

As members of a networked community, users have specific responsibilities with regard to the efficient,
ethical and legal utilization of computer devices, as well as all networked and Internet resources. All
users must strictly adhere to the following guidelines and conditions of use.

Security

« Users are responsible for the proper use of accounts issued to them, such as email, internet or
access to software, and must not provide or display their passwords and login information to
anyone, nor leave an application open when unattended.

« Users should change their passwords regularly and make efforts to use passwords that are
unique and not easily guessed.

 Users are responsible for all activity under their account.

« Attempts to compromise the security, integrity, or functionality of the system, or possession of
tools, while on school or district property, designed to do so, is a violation of this policy. This
includes, but is not limited to:

« intentional uploading or creation of computer viruses

« unauthorized use of another user’s credentials

« deletion or alteration of another user’s files or applications

« removing protection to gain access to restricted areas

« unauthorized blocking of access to information, applications, or areas of the network

« Any user identified as a security risk may be subject to severe restriction of, or cancellation of,
privileges.
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« Itis a federal offense to break into any security system. Financial and legal consequences of
such actions are the responsibility of the user.

« If you feel you have identified a security problem on the network, notify the MIS Department.
Do not demonstrate the problem to other users.

« Itisaviolation of this policy to introduce or attach any software or hardware that is not owned
by the Amesbury Public Schools, or specifically authorized by the MIS Department, to
technology used in the Amesbury Public Schools.

« No modification to any hardware or software owned or managed by Amesbury Public Schools
may be made without specific authorization by the MIS Department.

System Resources
System resources are limited and are intended to support the educational objectives of the Amesbury
Public Schools.

« The use of technology systems must be consistent with and support educational objectives.
Therefore activity on the network, such as internet sites accessed, communications via email,
listservs, forums or chat rooms must support the District's objectives.

« File space has its limits and users should regularly review and delete unnecessary files and
email messages on the network.

« Users should make a conscientious effort to conserve district resources. Use of high-bandwidth
resources, such as video-conferencing, online music, or streaming video must be related to
educational goals and authorized by the MIS Department at the school or district level.

« Users are responsible for backing-up copies of documents that are important to their jobs. The
District will not be responsible for loss of data.

Privacy
Communications, including voicemail messages, email, attached documents and images are not private.
In theory, all records (except those specifically excluded by law), whether in electronic or hardcopy
form, are subject to the Freedom of Information Act and open to public inspection.
« Amesbury Public Schools reserves the right to examine, restrict, or remove any material that is
on or passes through its communication systems.
« Users are asked to use judgment and caution in communications concerning students and staff
to ensure that personally identifiable information remains confidential.
« Users may not reveal home addresses, personal e-mail addresses or personal phone numbers of
colleagues or students.

Internet
The Internet provides access to schools, people and informational sites all over the world. The
educational potential is limitless; however, users must understand that neither the Amesbury Public
Schools nor any Amesbury Public Schools employee controls the content of the information available
on the systems. The school district does not condone the use of controversial or offensive materials and
cannot be held responsible for such use. The Amesbury Public Schools is in compliance with the
Children's Internet Protection Act (CIPA). Filtering services are in use on all computers with access to
the Internet.
« Users are expected to take individual responsibility for their appropriate use of the Internet
« Student use of the Internet must be supervised and adults must be aware that filtering does not
guarantee that students will not access inappropriate sites
« All communications must be polite and use appropriate language. Swearing and vulgar
language are considered inappropriate and are a violation of this agreement.
« Messages relating to, or in support of, illegal activities may be reported to local law
enforcement authorities.
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« Employees and students, under the direction of a teacher, may publish materials on the Internet
on District approved sites that support the school district's objectives and are relevant to school-
related activities. In publishing information on the Internet, users must adhere to all previously
stated conditions and guidelines as well as the following:

« An Internet web page may include pictures of students or items of student work,
provided that (a) the students are not identifiable or (b) if permission from the students’
parents/guardians have been received.

« No web page will be linked to a personal web address on another server without
permission from the respective employee's or student's principal.

« Copyright laws must be adhered to. Permission to copy or use materials must be
obtained from the copyright owner and must be cited. The failure of a site to display a
copyright notice may not be interpreted as permission to copy the materials.

« The unauthorized installation, use, storage, or distribution of copyrighted software or
materials on district systems is prohibited.

« Some examples of unacceptable use of district systems include:

« Conducting commercial activities, product advertisement, political lobbying, or
unethical/illegal solicitation.

« Supporting illegal activities, such as the illegal sale or use of drugs or alcohol, criminal
gang activity or threats, intimidation or harassment of any other person or for any
activity prohibited by district policy.

« Accessing, distributing or selling files or web sites that contain pornographic or obscene
pictures, videos, stories, or other material; or exposing others to such material.

« Purchasing goods or services, without authorization, that requires one to submit a credit
card number, or obligates the school or district to another party. The School District will
not be held responsible for any financial obligations for goods or services purchased
over the Internet or via telephone conversation without appropriate authorization.

« Responding to any messages, files, or web sites that solicit personal information about
you or someone else, or request a personal contact with you or another user.

Email

The Amesbury Public School District (Amesbury Public Schools) provides electronic mail resources
(email system) to its staff members. Email is defined as any document created, transmitted and/or
received through the Amesbury Public Schools’ email system using either a personally-owned
electronic device or a device owned by the school district. It is the intent of the Amesbury Public
School District to maintain the privacy and integrity of email created using the email system. However,
employees should be aware that any and all email transmitted or received by any staff member is
considered public record, and subject to the Massachusetts Public Records law, M.G.L. Chapter 66.
(For more information, go to: http://www.sec.state.ma.us/arc/arcrmu/rmubul/bul199.htm)

Email correspondence may be subject to public inspection and may be requested during evidentiary
discovery in legal actions. Employees should also know that while every attempt will be made to
secure the email system, Amesbury Public Schools does not guarantee the privacy of email sent,
received, or stored.

Acceptable Use of the Email System

The purpose of the email system is to provide Amesbury Public Schools’ authorized users with the
ability to communicate through email for educational purposes and other school business.
Communication with peers for academic or school-related business purposes is acceptable, as well as
email to students, parents, and the community. Employees should be aware, however, that any written
communication is considered to be a legal document and is subject to M.G.L. Chapter 66 above.
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Unacceptable Use of the Email System

« Allowing an unauthorized user to access the system. This includes sharing of email passwords
that allows another person to access your account.

« Using email for personal monetary gain.

« Harassing other authorized users or generating harassing email to anyone.

« Sending information that violates copyright laws, such as copied images, documents and music
files.

« On-line gambling, including sports pools.

« Distribution of pornographic or other offensive materials or images.

« Advocating for products or services

« Advocating for political issues and/or candidates

« Generation of email using a false identity, or pretending to be someone else (spoofing).

« Generation of junk emails, chain letters, or SPAM.

« Forwarding of jokes, prayers, etc.

« Any unauthorized use of the system, including but not limited to, attempt of disruption of
services, interception of other users’ emails, or attempt to breach the security of the mail
system.

Rights of Amesbury Public School District

The Amesbury Public School District, as owner of the email system, has the right to obtain, copy, and
archive all documents or communications created using the system. These documents may be subject to
public inspection under the Massachusetts Public Records Law. Deleting a document from a personal
mailbox only removes the electronic pointer to the document stored on the server. Even if documents
are deleted from users' mailboxes, they continue to be stored on the mail system and are retrievable
from the archive.

Amesbury Public Schools may also monitor any email communication at any time for the purpose of
maintaining the integrity and continued operation of the email system without providing notification to
the employee. To the extent of the law, Amesbury Public Schools also retains the right to disclose the
contents of an employee’s mail without the consent of the employee. Disclosure of email would occur
if requested by authorized personnel or law enforcement officials, as a response to a request for
information in an investigation of unacceptable use or misconduct. All users should be aware that the
content of their email is subject to review at any time by authorized personnel.

Confidentiality

Notwithstanding the Amesbury Public Schools’ right to retrieve and read any electronic mail or Internet
messages or material, such messages or material should be treated as confidential by other users and
accessed only by the intended recipient. Users are responsible for maintaining the confidentiality of
material on the systems. Certain departments may have additional confidentiality obligations regarding
records, for which additional policies will be implemented. Without prior management authorization,
users are not permitted to retrieve or read email messages that are not sent to them; with prior
management authorization, the contents of such electronic mail, Internet access, voicemail messages or
materials are subject to being accessed and/or disclosed to others.
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Warranty

The Amesbury Public Schools makes no warranties of any kind, whether expressed or implied, for the
service it is providing. The Amesbury Public Schools will not be responsible for any damages you
suffer. This includes loss of data resulting from delays, non-deliveries, misdirected deliveries, or
service interruptions caused by system upgrade or repair, its own negligence, or your errors or
omissions. Use of any information obtained via the Internet is at your own risk. The Amesbury Public
Schools specifically denies any responsibility for the accuracy or quality of information obtained
through its services.

The guidelines and conditions outlined in this policy in no way limit the school district's prerogative to
manage its technology systems as it sees fit, or restrict its authority to take any actions it deems
necessary to adequately supervise, protect, and, if necessary, discipline its users. The district reserves
the right to revise this policy at any time, and all revisions will take effect immediately as per district
governance.

The signing of this Acceptable Use Policy indicates the party who has signed has read the terms and
conditions carefully and understands their significance.

Signature

I have read and understand the Amesbury Public Schools Technology Systems Acceptable Use Policy. |
am aware that district technology, including the Internet and network access, is designed for
educational purposes. However, | also recognize it is impossible for the Amesbury Public Schools to
restrict access to all controversial materials, and I will not hold the District responsible for materials
acquired on the network. | further understand that the provisions of this policy are subordinate to local,
state and federal statute and that violations are unethical and may constitute a criminal offense. Should
I commit a violation my access privileges may be revoked and | may be subject to other disciplinary
actions prescribed by law or other school policies.

Name Position/Building Date

Revised: 2009
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